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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

UNITED STATES OF AMERICA,
Plaintiff,
V.
FACEMASKCENTER.COM Civil Action No.
-and -

FOUR FACEBOOK PAGES

Defendants.

N N N N N N N N N N N N N N N

UNITED STATES’ VERIFIED COMPLAINT FOR FORFEITURE IN REM

COMES NOW, Plaintiff the United States of America (the “United States”), by and
through the United States Attorney for the District of Columbia, which brings this verified
complaint for forfeiture in a civil action in rem against the defendant properties, namely: website,
FaceMaskCenter.com (“Defendant Property 17) and Facebook pages,
https://www.facebook.com/pg/facemaskcentertr (“Defendant Property 2"),
https://www.facebook.com/toptantisort (“Defendant Property 3”),

www.facebook.com/pg/toptantayttr/988930137790011 (“Defendant Property 4”),

https://www.facebook.com/people/Murat-Cakar/100008437367572 (“Defendant Property 5”)
(collectively, the “Defendant Properties”); and alleges as follows.

NATURE OF ACTION AND THE DEFENDANT IN REM

1. This in rem forfeiture action arises out of an investigation by Homeland Security
Investigations (“HSI”), the Internal Revenue Service, Criminal Investigations (“IRS-CI”), and the

Federal Bureau of Investigation (“FBI”). Specifically, the United States is investigating the
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unlawful sale of personal protection equipment (“PPE”) during the national pandemic, and the
related use of such proceeds to support and finance terrorism.

2. The Defendant Properties are subject to seizure and forfeiture pursuant to 18 U.S.C.
8 981(a)(1)(G)(i), as domestic and foreign assets of a designated foreign terrorist organization, the
Islamic State of Iraq and the Levant (“ISIS”), which has engaged in planning and perpetrating
federal crimes of terrorism as defined in 18 U.S.C. § 2332b(g)(5), against the United States,
citizens or residents of the United States, and as foreign assets affording any person a source of
influence over any such entity or organization.

JURISDICTION AND VENUE

3. This Court has jurisdiction over this action pursuant to 28 U.S.C. 88 1345 and 1355.
4, Venue is proper pursuant to 28 U.S.C. § 1355(b)(1)(A).

FACTS GIVING RISE TO FORFEITURE

l. BACKGROUND
A. ISIS

5. On or about October 15, 2004, the U.S. Secretary of State designated al Qaeda in
Iraq (“AQI”), then known as Jam’at al Tawhid wa’al-Jihad, as a Foreign Terrorist Organization
(“FTO”) under Section 219 of the Immigration and Nationality Act (the “INA”) and as a Specially
Designated Global Terrorist under section 1(b) of Executive Order 13224. On or about May 15,
2014, the Secretary of State amended the designation of AQI as an FTO under Section 219 of the
INA and as a Specially Designated Global Terrorist entity under section 1(b) of Executive Order
13224 to add the alias Islamic State of Iraq and the Levant (“ISIL”) as its primary name. The
Secretary also added the following aliases to the FTO listing: the Islamic State of Irag and al-Sham
(i.e., “ISIS”—which is how the FTO will be referenced herein), the Islamic State of Irag and Syria,

ad-Dawla al-Islamiyya fi al-‘lraq wa-sh-Sham, Daesh, Dawla al Islamiya, and Al-Furgan

-2-
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Establishment for Media Production. On September 21, 2015, the Secretary added the following
aliases to the FTO listing: Islamic State, ISIL, and ISIS. To date, ISIS remains a designated FTO.

B. The Defense Production Act

6. On March 13, 2020, the President of the United States declared a national
emergency due to the COVID-19 pandemic.

7. On March 25, 2020, the U.S. Department of Health and Human Services (“HHS”)
issued “Notice of Designation of Scarce Materials or Threatened Materials Subject to COVID-19
Hoarding Measures Under Executive Order 13910 and Section 102 of the Defense Production Act
of 1950.” In the notice, HHS designates the following items, among others, as scarce materials:

0 N-95 Filtering Facepiece Respirators, including devices that are disposable half-
face-piece non-powered air-purifying particulate respirators intended for use to
cover the nose and mouth of the wearer to help reduce wearer exposure to
pathogenic biological airborne particulates;

o0 Other Filtering Facepiece Respirators (e.g., those designated as N99, N100, R95,
R99, R100, or P95, P99, P100), including single-use, disposable half-mask
respiratory protective devices that cover the user’s airway (nose and mouth) and
offer protection from particulate materials at an N95 filtration efficiency level per
42 CFR 84.181;

0 Protective devices that cover the user’s airway (nose and mouth) and offer
protection from particulate materials at an N95 filtration efficiency level per 42
CFR 84.181;

o Elastomeric, air-purifying respirators and appropriate particulate filters/cartridges;

o Powered Air Purifying Respirator (“PAPR”);

o0 Portable Ventilators, including portable devices intended to mechanically control
or assist patient breathing by delivering a predetermined percentage of oxygen in
the breathing gas;

0 Medical gowns or apparel, e.g., surgical gowns or isolation gowns;

0 Personal protective equipment (“PPE”) coveralls, e.g., Tyvek Suits;

0 PPE face masks, including any masks that cover the user’s nose and mouth and may
or may not meet fluid barrier or filtration efficiency levels;

0 PPE surgical masks, including masks that covers the user’s nose and mouth and
provides a physical barrier to fluids and particulate materials;

0 PPE face shields, including those defined at 21 CFR 878.4040 and those intended
for the same purpose;
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o0 Ventilators, anesthesia gas machines modified for use as ventilators, and positive
pressure breathing devices modified for use as ventilators (collectively referred to
as “ventilators”), ventilator tubing connectors, and ventilator accessories as those
terms are described in FDA’s March 2020 Enforcement Policy for Ventilators and
Accessories and Other Respiratory Devices During the Coronavirus Disease 2019
(COVID-19) Public Health Emergency located at
https://www.fda.gov/media/136318/download.

C. Fraud Related to the National Pandemic

8. The Centers for Disease Control and Prevention (“CDC”) recommends that people
wear cloth face coverings in public settings. The CDC has further stated that it “does not
recommend that the general public wear N95 respirators to protect themselves from respiratory
diseases, including coronavirus (COVID-19). Those are critical supplies that must continue to be
reserved for health care workers and other medical first responders, as recommended by current
CDC guidance.”  See https://www.fda.gov/medical-devices/personal-protective-equipment-
infection-control/n95-respirators-and-surgical-masks-face-masks.

0. In response to the current COVID-19 pandemic, N95 respirators are in high demand
worldwide and designated as scarce as described above.

10. DuPont is a U.S. corporation that manufactures items in the field of industry,
consumer goods, worker safety, and healthcare. DuPont manufactures a Tyvek coverall suit,
which is used in hospital and hazardous material cleanups. According to the HHS, “DuPont’s
Tyvek is a versatile material that can provide a barrier against fine particles and chemicals. These
coverall suits are part of the PPE needed for healthcare workers caring for COVID-19 patients.
Other recommended PPE include a N95 respirator or surgical/face mask, a face shield or protective
eyewear, and gloves.” See https://www.hhs.gov/about/news/2020/04/08/hhs-provide-millions-

tyvek-protective-suits-us-healthcare-workers.html.
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11. Due to the COVID-19 pandemic, there is an acute shortage of DuPont Tyvek suits.
Many resellers are out of stock or have limited offerings for sale. The U.S. government has
negotiated an agreement with DuPont to deliver Tyvek Suits to the strategic national stockpile
(“SNS”). The SNS is coordinating through the Federal Emergency Management Agency to deliver
supplies where they are needed most for the COVID-19 response.

D. Background on Murat Cakar

12. On November 26, 2018, Zoobia Shahnaz pled guilty to providing material support
to a designated foreign terrorist organization in violation of 18 U.S.C. § 2339B. Specifically,
Shanaz sent more than $150,000 to shell companies, including companies in Turkey that were
fronts for ISIS, and attempted to travel to Syria to join ISIS.

13. Shanaz used more than a dozen fraudulently obtained credit cards to purchase
approximately $62,000 in Bitcoin, which she converted back to fiat currency to send to the shell
companies.

14, Financial records reveal that Zoobia Shahnaz sent approximately $100,000 to an
alias of Murat Cakar. Money launderers frequently use aliases when collecting funds from
different sources.

15.  According to a confidential reliable source, Cakar is an ISIS facilitator who is
responsible for managing select ISIS hacking operations, including activity involving Defendant
Property 1.

E. Fraudulent sales via Defendant Property 1

16.  The scarcity of the above-described PPE has led to numerous fraudulent websites

claiming to sell authentic and certified PPE online.
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17. Law enforcement, while in Washington, D.C., reviewed Defendant Property 1 and
found that this site claims to sell multiple types of facemasks and PPE, including disposable

hospital grade face masks, N95 respirator masks, washable facemasks, DuPont Tyvek coverall

suits, and gloves. A recent snapshot of the site’s homepage is displayed below:

FACE MASK CENTER 2 N Egehv & @& ooT v

Categories v HOME OUR PRODUCT ABOUTUS FAD CONTACT

d a  NEW SO ILc

W LEADERIN

g, PERSONAL. Y
S PROTECTIVE
EQUIPMENT

GET YOUR MASK NOW

18.  Onthe “About” section of the webpage, Defendant Property 1 states:

FaceMaskCenter is the original online personal protective equipment supplier and
was the first of its kind. Owned and operated by sanitary experts, we pride ourselves
on our product knowledge and quality customer service, so you can have safe and
seamless online shopping experience. We have come a long way since launching
our website in 1996. We started off small and grew our range to cater for
everybody’s health products needs. We now are serving online with our range of
face masks, gloves, goggles, protective suits and thermometers.

19.  The claim that the website launched in 1996 is demonstrably false. Publicly-
available website registration records revealed that the website was created from an IP address in
Turkey on February 26, 2020. Additionally, the site is not “owned and operated” by sanitary

experts.
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20.

The site indicates that it accepts payment by Visa, Mastercard, and PayPal, all of

which are U.S.-based financial institutions.

21.

Defendant Property 1’s section that sells N95 respirators states:

NOTE: Not all N95 masks are equal. Most are for industrial use. The N95
respirator offered by FaceMaskCenter is FDA cleared for medical use because it
passed stringent fluid resistance testing. This is widely considered critical since
airborne viruses transfer as fluid droplets.

e NIOSH [National Institute of Occupations Safety & Health] approved.

o FDA cleared.

e Meets CDC Guidelines for infection control of Flu, SARS, Corona Virus,
Tuberculosis, Anthrax, Smallpox and more.

This respirator has been evaluated and approved by The National Institute of
Occupations Safety & Health (NIOSH) and is cleared by the U.S. Food & Drug
Administration (FDA). This product is a N95 Respirator deemed “Surgical” by the
FDA. It is not a Surgical Mask. “Surgical N95 Respirators” undergo more rigorous
testing and are designed to both prevent the spread of germs and protect the wearer's
respiratory system.

(emphasis in original).

22,

A review of the masks purportedly for sale on the site revealed that the masks are

produced by a Turkish company. In spite of the Defendant Property 1’s above statements, this

Turkish manufacturer’s respirators are not on the list of FDA/NIOSH approved N-95 respirators.

23.

A customer in the United States contacted Defendant Property 1 to purchase N95

masks and other PPE for hospitals, nursing houses, and fire departments.

24,

A Syrian national residing in Turkey responded to this request stating that

Defendant Property 1 had such products for sale, and that they were certified.

25.

The Syrian national stated that he could easily provide up to 100,000 N95 masks,

which he claimed to have in his possession.
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26. Defendant Property 1 also advertises the sale of DuPont Tyvek suits. Whereas
other sites have severely restricted the quantity of any such items for sale (in order to prevent
hoarding/price gouging on resale) or simply do not have any stock, Defendant Property 1 allows
customers to place orders for any desired quantity of such items with no limits. This is inconsistent
with the overall shortage of PPE, to include DuPont Tyvek suits.

F. Multiple Cakar Controlled Facebook Pages Promote Defendant Property 1

27. Defendant Property 1’s related Facebook page is Defendant Property 2. Defendant
Property 2’s first post was on March 10, 2020, with a photo from Defendant Property 1. Defendant
Property 2 posts multiple images and videos referencing Defendant Property 1 and Defendant
Property 2 identifies Defendant Property 1

28. Cakar, while in Turkey, registered Defendant Property 2.

29. Cakar also created Defendant Property 3 and Defendant Property 4 which he uses
to further the aforementioned PPE scheme.

30. Since 2015, Defendant Property 3 has primarily advertised the sale of t-shirts.
Likewise, since 2014, Defendant Property 4 has also primarily advertised the sale of clothing
products. One common method of money laundering is to claim that the funds were received
through a licit business, such as clothing sales.

31. Law enforcement is aware that individuals who operate fraudulent websites often
use other fraudulent companies under their control to advertise for the other sites.

32. On or about March 17, 2020, Defendant Property 3 and Defendant Property 4
posted an advertisement for Defendant Property 1. Subsequent to this post, Defendant Property 4

posted two additional advertisements for face masks.
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33. Defendant Property 3 and Defendant Property 4 are linked to Defendant Property 5,
which is a Facebook page in Cakar’s name.

COUNT ONE - FORFEITURE
(18 U.S.C. § 981(A)(1)(G)(1))

34. The United States incorporates by reference the allegations set forth in Paragraphs
1 to 33 above as if fully set forth herein.

35. ISIS is a designated foreign terrorist organization.

36. The Defendant Properties are associated with ISIS.

37.  As such, the Defendant Properties are subject to forfeiture to the United States,
pursuant to 18 U.S.C. § 981(a)(1)(G)(i), as assets of a foreign terrorist organization engaged in
planning or perpetrating any federal crime of terrorism (as defined in section 2332b(g)(5)) against
the United States, citizens or residents of the United States, or their property, and as assets

affording any person a source of influence over any such entity or organization.
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PRAYER FOR RELIEF

WHEREFORE, the United States prays that notice issue on the Defendant Properties as
described above; that due notice be given to all parties to appear and show cause why the forfeiture
should not be decreed; that judgment be entered declaring that the Defendant Properties be
forfeited to the United States for disposition according to law; and that the United States be granted
such other relief as this Court may deem just and proper, together with the costs and disbursements
of this action.

Dated: July 31, 2020

Washington, D.C.

Respectfully submitted,
MICHAEL R. SHERWIN,

N.Y. Bar Number 4444188
ACTING UNITED STATES ATTORNEY

By: /s] Zia Faruqui

ZIA M. FARUQUI, D.C. Bar No. 494990
JESSICA BROOKS

Assistant United States Attorneys

Fourth Street, NW

Washington, DC 20530

(202) 252-7566 (main line)

and

DANIELLE ROSBOROUGH (D.C. Bar No.
1016234)

Trial Attorney

National Security Division

United States Department of Justice

950 Pennsylvania Avenue, NW
Washington, DC 20004

Office: (202) 514-0849 (main line)

Attorneys for the United States of America

-10-
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VERIFICATION

I, Joseph Consavage, a Special Agent with the Homeland Security Investigation, declare
under penalty of perjury, pursuant to 28 U.S.C. § 1746, that the foregoing Verified Complaint for
Forfeiture In Rem is based upon reports and information known to me and/or furnished to me by
other law enforcement representatives and that everything represented herein is true and correct.
Executed on this 31% day of July, 2020.

/s/_Joseph Consavage

Special Agent Joseph Consavage,
Homeland Security Investigation

I, Christopher Janczewski, a Special Agent with the Internal Revenue Service-Criminal
Investigations, declare under penalty of perjury, pursuant to 28 U.S.C. § 1746, that the foregoing
Verified Complaint for Forfeiture In Rem is based upon reports and information known to me
and/or furnished to me by other law enforcement representatives and that everything represented
herein is true and correct.

Executed on this 31% day of July, 2020.

/s/_Chris Janczewski
Special Agent Chris Janczewski, IRS-CI

I, Nicholas Rivers, a Special Agent with the Federal Bureau of Investigation, declare under
penalty of perjury, pursuant to 28 U.S.C. § 1746, that the foregoing Verified Complaint for
Forfeiture In Rem is based upon reports and information known to me and/or furnished to me by
other law enforcement representatives and that everything represented herein is true and correct.
Executed on this 31% day of July, 2020.

/s/ Nicholas Rivers

Special Agent Nicholas Rivers
FBI

-11 -
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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

UNITED STATES OF AMERICA,
Plaintiff,
V.

FIFTY-THREE VIRTUAL CURRENCY
ACCOUNTS,

ONE HUNDRED TWENTY-SEVEN
VIRTUAL CURRENCY PROPERTIES,

FIVE ACCOUNTS HELD AT

FINANCIAL INSTITUTION L, Civil Action No. 20-cv-2227

THE ALQASSAM.NET DOMAIN,

THE ALQASSAM.PS DOMAIN,

--and -

THE QASSAM.PS DOMAIN

N N N N N N N N N N N N N N N N N N N N N N N N N

Defendants.

UNITED STATES’ VERIFIED COMPLAINT FOR FORFEITURE IN REM

COMES NOW, Plaintiff the United States of America, by and through the United States
Attorney for the District of Columbia, and brings this Verified Complaint for Forfeiture In Rem
against the defendant properties, namely: fifty-three virtual currency accounts (Defendant
Properties 1, 2, 3, 131 through 180), one hundred and twenty-seven virtual currency properties
(Defendant Properties 4 through 130), five accounts held at Financial Institution 1 (Defendant
Properties 181 through 185), the algassam.net domain (Defendant Property 186), the

algassam.ps domain (Defendant Property 187), and the gassam.ps domain (Defendant Property
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188) collectively, the “Defendant Properties”, which are listed in Attachment A. The United
States alleges as follows in accordance with Rule G(2) of the Federal Rules of Civil Procedure,
Supplemental Rules for Admiralty or Maritime Claims and Asset Forfeiture Actions.

NATURE OF ACTION AND THE DEFENDANTS IN REM

1. This in rem forfeiture action arises out of an investigation by the Internal Revenue
Service — Criminal Investigation’s Cyber Crimes Unit (“IRS-CI”), Homeland Security
Investigations (“HSI”), and Federal Bureau of Investigation (“FBI”) into online fundraising
activities conducted by Hamas’s military wing, the al-Qassam Brigades. The fundraising was
facilitated, in part, through the use of social media and the organization’s three official websites,
Defendant Property 186, Defendant Property 187, and Defendant Property 188 (collectively
the “al-Qassam Brigades’ Websites”).

2. The owners of the Defendant Properties, as well as the users and administrators of
the al-Qassam Brigades’ Websites, knowingly and willfully conspired with others, and acted
individually, to commit the following violations: laundering monetary instruments, in violation of
18 U.S.C §1956(a)(2), operating unlicensed money transmitting businesses, in violation of 18
U.S.C. 81960, and providing material support or resources to a designated foreign terrorist
organization, namely Hamas, in violation of 18 U.S.C § 2339B. As such, the Defendant Properties
are subject to forfeiture pursuant to 18 U.S.C. § 981(a)(1)(A), as property involved in, or traceable
to, a financial transaction in violation of 18 U.S.C. §§ 1956 or 1960.

3. The Defendant Properties are also subject to forfeiture pursuant to 18 U.S.C.
88 981(a)(1)(G)(i), as all assets, foreign or domestic, or sources of influence, of Hamas, which is
a designated foreign terrorist organization, engaged in planning or perpetrating any federal crime

of terrorism (as defined in 18 U.S.C. § 2332b(g)(5)) against the United States, citizens or residents
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of the United States, or their property, and as assets affording any person a source of influence
over any such entity or organization.

JURISDICTION AND VENUE

4. This Court has jurisdiction over this action pursuant to 28 U.S.C. 88 1345 and 1355.
These statutes confer original jurisdiction to district courts of all civil actions, suits, or proceedings
commenced by the United States and any action for the forfeiture of property incurred under any
act of Congress.

5. Venue is proper pursuant to 28 U.S.C. 88 1355(b)(1)(A) & (b)(2) and 28 U.S.C.
§ 1395(c).

FACTS GIVING RISE TO FORFEITURE

l. DEFINITION OF TERMS

A. Bitcoin

6. Bitcoin (“BTC”) is a decentralized virtual currency, which is supported by a peer-
to-peer network. All transactions are posted to a public ledger, called the Blockchain (which can
be seen at https://Blockchain.info). Although transactions are visible on the public ledger, each
transaction is only listed by a complex series of numbers that do not identify the individuals
involved in the transaction. This feature makes BTC pseudo-anonymous; however, it is possible
to determine the identity of an individual involved in a BTC transaction through several different
tools that are available to law enforcement. For this reason, many criminal actors who use BTC
to facilitate illicit transactions online (e.g., to buy and sell drugs or other illegal items or services)
look for ways to make their transactions even more anonymous.

7. A BTC address is a unique token; however, BTC is designed such that one person
may easily operate many BTC accounts. Like an e-mail address, a user can send and receive BTC

with others by sending BTC to a BTC address. People commonly have many different BTC
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addresses and an individual could theoretically use a unique address for every transaction in which
they engage. A BTC user can also spend from multiple BTC addresses in one transaction;
however, to spend BTC held within a BTC address, the user must have a private key, which is
generated when the BTC address is created and shared only with the BTC-address key’s initiator.
Similar to a password, a private key is shared only with the BTC-address key’s initiator and ensures
secured access to the BTC. Consequently, only the holder of a private key for a BTC address can
spend BTC from the address. Although generally the owners of BTC addresses are not known
unless the information is made public by the owner (for example, by posting the BTC address in
an online forum or providing the BTC address to another user for a transaction), analyzing the
Blockchain can sometimes lead to identifying both the owner of a BTC address and any other
accounts that the person or entity owns and controls.

8. BTC is often transacted using a virtual-currency exchange, which is a virtual-
currency trading platform and bank. Virtual currency exchanges typically allow trading between
the U.S. dollar, other foreign currencies, BTC, and other digital currencies. Many virtual-currency
exchanges also act like banks and store their customers’ BTC. Because these exchanges act like
banks, they are legally required to conduct due diligence of their customers and have anti-money
laundering checks in place. Virtual currency exchanges doing business in the United States are
regulated under the Bank Secrecy Act, codified at 31 U.S.C. § 5311 et seq., and must collect
identifying information of their customers and verify their clients’ identities.

0. BTC is just one of the virtual currencies and tokens available for trading on most
virtual currency exchanges. Some of the other major virtual currencies, based on market
capitalization, include Ethereum (ETH), XRP, EQS, Tether (USDT), BSV, Stellar (XLM), and

LEO.
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B. Blockchain Analysis

10.  While the identity of the BTC address owner is generally anonymous (unless the
owner opts to make the information publicly available), law enforcement can identify the owner
of a particular BTC address by analyzing the Blockchain. The analysis can also reveal additional
addresses controlled by the same individual or entity. For example, a user or business may create
many BTC addresses to receive payments from different customers. When the user wants to
transact the BTC that it has received (for example, to exchange BTC for other currency or to use
BTC to purchase goods or services), it may group those addresses together to send a single
transaction. Law enforcement uses sophisticated, commercial services offered by several different
Blockchain-analysis companies to investigate BTC transactions. These companies analyze the
Blockchain and attempt to identify the individuals or groups involved in the BTC transactions.
Specifically, these companies create large databases that group BTC transactions into “clusters”
through analysis of data underlying BTC transactions.

11.  Through numerous unrelated investigations, law enforcement has found the
information provided by these companies to be reliable. The third-party Blockchain-analysis
software utilized in this case is an anti-money laundering software used by banks and law
enforcement organizations worldwide. This third-party Blockchain analysis software has
supported many investigations, and been the basis for numerous search and seizure warrants, and
as such, has been found to be reliable. Computer scientists have independently shown that they
can use “clustering” methods to take advantage of clues in how BTC is typically aggregated or
split up to identify BTC addresses and their respective account owners.

12. Since the Blockchain serves as a searchable public ledger of every BTC transaction,

investigators may trace transactions to BTC exchangers. Because those exchanges collect
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identifying information about their customers, subpoenas or other appropriate process submitted
to these exchangers can, in some instances, reveal the true identity of the individual responsible
for the transaction.

C. Money Service Businesses

13. 18 U.S.C. § 1960(a) provides in relevant part that “[w]hoever knowingly conducts,
controls, manages, supervises, directs, or owns all or part of an unlicensed money transmitting
business” shall be guilty of a federal offense. The term “money transmitting business” is defined
as “includ[ing] transferring funds on behalf of the public by any and all means including but not
limited to transfers within this country or to locations abroad by wire, check, draft, facsimile, or
courier.” 18 U.S.C. § 1960(b)(2).

14, Under 18 U.S.C. § 1960(b)(1)(B), it is a violation to operate a money transmitting
business without “comply[ing] with the money transmitting business registration requirements
under section 5330 of title 31, United States Code, or regulations prescribed under such section.”
In turn, 31 U.S.C. §5330(a)(1) requires anyone who owns or controls a money transmitting
business to register with the Secretary of the Treasury.

15. Federal regulations issued pursuant to 31 U.S.C. § 5330 define a category of
“Money services businesses” (“MSBs”) which include “Money transmitter[s].” 31 C.F.R.
8 1010.100(ff)(5). Money transmitters are defined broadly, and include anyone who “accept[s] . . .
currency, funds, or other value that substitutes for currency from one personand . . . transmit[s] . . .
currency, funds, or other value that substitutes for currency to another location or person by any
means,” as well as “[a]ny other person engaged in the transfer of funds. 31 C.F.R.

§ 1010.100(fH(5)(1))(A)-(B). All MSBs are required to register with the Financial Crimes
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Enforcement Network (“FInCEN”), a division of the U.S. Department of Treasury, unless specific
exemptions apply. 31 C.F.R. 8 1022.380(a)(1).

7. Virtual currency exchangers qualify as a “money transmitting business” within the
meaning of both 18 U.S.C. § 1960(b)(1) and 31 U.S.C. § 5300. See United States v. Harmon, No.
19-CR-395 (BAH) (D.D.C. July 24, 2020); United States v. E-Gold, Ltd., 550 F. Supp. 2d 82, 87-
97 (D.D.C. 2008).

16. FInCEN has issued formal guidance classifying virtual currency exchangers as
MSBs, and thus subject to the federal registration requirement. See Dep’t of the Treasury FInCEN
Guidance, Application of FInCEN’s Regulations to Persons Administering, Exchanging, or Using
Virtual Currencies, FIN-2013-G001 (Mar. 18, 2013), at 3 (“An administrator or exchanger that
(1) accepts and transmits a convertible virtual currency or (2) buys or sells convertible virtual
currency for any reason is a money transmitter under FINCEN’s regulations, unless a limitation to
or exemption from the definition applies to the person.”) (emphasis in original).

17. Virtual currency exchangers abroad are covered by 18 U.S.C. § 1960, and thereby
must comply with the registrations requirements of 31 U.S.C. § 5300, if, as part of their money
transmitting business, they “transfer[] funds on behalf of the public by any and all means including
but not limited to transfers within this country or to locations abroad by wire, check, draft,
facsimile, or courier.” See 18 U.S.C. §1960(b)(2) (emphasis added). Notably, the statute
explicitly contemplates the regulation of foreign commerce under its purview, defining “money
transmitting businesses,” as those affecting “interstate or foreign commerce.” See 18 U.S.C.
§ 1960(b)(1) (emphasis added).

18. FIinCEN has also issued formal guidance classifying “foreign entities” who engage

in MSB *“activities in the United States” as subject to the federal registration requirement. See
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Dep’t of the Treasury FINCEN Guidance, FINCEN Clarifies Money Services Businesses
Definitions Rule Includes Foreign-Located MSBs Doing Business in U.S., FIN-2011-3 (Jul. 18,
2011), at 1. “This requirement arose out of the recognition that the Internet and other technological
advances make it increasingly possible for persons to offer MSB services in the United States from
foreign locations.” 1d. at 2.

I, CURRENT INVESTIGATION OF TERRORIST FUNDING

A. Designation of Hamas and the al-Oassam Brigades

19. On October 8, 1997, by publication in the Federal Register, the United States
Secretary of State designated Hamas as a Foreign Terrorist Organization (“FTO”) pursuant to
Section 219 of the Immigration and Nationality Act. On October 31, 2001, the Secretary of State
also designated Hamas as a Specially Designated Global Terrorist under Executive Order 13224,
As part of this designation, the Secretary of State listed a number of aliases for HAMAS, including,
I1zz Al-Din Al-Qassim Brigades, 1zz Al-Din Al-Qassim Forces, 1zz Al-Din Al Qassim Battalions,
Izz al-Din Al Qassam Brigades, 1zz al-Din Al Qassam Forces, and lzz al-Din Al Qassam
Battalions. To date, Hamas remains a designated FTO.

20. The Office of Foreign Assets Control (“OFAC”) has also targeted Hamas with three
sanctions programs, codified at 31 C.F.R. Part 594, 31 C.F.R. Part 595, and 31 C.F.R. Part 597.

21. The State Department’s 2018 Country Report on Terrorism noted that the al-
Qassam Brigades branch of Hamas had conducted numerous attacks, including large-scale suicide
bombings against civilian targets in Israel. This annual reporting also explains that Hamas and its
components, including the al-Qassam Brigades, rely heavily on donations from Palestinian

expatriates around the world, including in North America.
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B. Terrorist Fundraising Campaign

22. The al-Qassam Brigades began a BTC fundraising campaign in early 2019. This
campaign progressed in three stages as outlined below. In stage one, the al-Qassam Brigades
solicited donations from supporters and requested BTC be sent to a single BTC address,
Defendant Property 1, hosted at a U.S.-based BTC exchange. In stage two, the al-Qassam
Brigades requested donations be sent to a single BTC address, Defendant Property 4, located
within the al-Qassam Brigades’ controlled infrastructure, rather than at a third-party hosted BTC
exchange. Finally, in stage three, the al-Qassam Brigades developed and relied on technology that

generated new unique BTC addresses for each donation, specifically, Defendant Properties 14-

130.
a. STAGE ONE
23.  Stage one involved the following Defendant Properties, as described below:
Defendant Account ldentifier
Property
#
1 3PajPWymUexhewHPczmLQ8CMYatK AGNj3y
2 3LrjJAKNfnyX2BGmor6ZNxvZutM1Q3KEejZ
3 1HrPF5CPgJiWbkroxheU5LcHL7bZNDi76v
177 1D9)DMKhss9vtmeRWeBA6tmts52JoQyezk
178 1JIrTJgxSNgEPDrRBogD70djvCwuog9Cqb

24.  Onor about January 31, 2019, a user with the registered name, “algassam brigades”
opened Defendant Property 1 at Virtual Currency Exchange 1 and was given a BTC deposit
address starting with 3Paj. The user of Defendant Property 1 provided Virtual Currency

Exchange 1 with the e-mail address and a Palestinian phone number to register the account.
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Defendant Property 1 was accessed from an IP addresses located within Gaza in the Palestinian
territory.

25.  Also on or about January 31, 2019, the al-Qassam Brigades began a public
fundraising campaign, soliciting BTC donations on social media. Specifically, a Twitter account
identified as the “official account of the Al-Qassam Brigades” posted a call for supporters to
“Donate for Palestinian Resistance via Bitcoin.” The post displayed Defendant Property 1, the
aforementioned BTC deposit address starting with 3Paj, as the address to which donors could send

their funds to the al-Qassam Brigades.

con EQB

Donate for Palestinian Resistance Via
Bitcoin

Bitcoin wallet address:
3PajPWymUexhewHPczmLQ8CMYatKAGN]
3y

#Palestine
#Resistance
#Freedom

26.  That same day, on or about January 31, 2019, Defendant Property 2 was created
at Virtual Currency Exchange 1 and assigned an account number ending in 1ae06. The account
was registered with a Palestinian phone number and the email address allmohbllah@gmail.com.
The Palestinian IP address used to create Defendant Property 2 resolved to the same Palestinian

IP address that was used to log into Defendant Property 1 on the same date. Additionally,

10
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Defendant Property 1 and Defendant Property 2 were created within a couple hours of each
other, as were their respective linked email accounts. Defendant Property 2 conducted no
transactions.

217, Persons creating “burner accounts” often create multiple accounts at the same time
from the same computer. Defendant Property 2 appears to be a burner account used by the same
co-conspirators seeking donations for the al-Qassam Brigades.

28. On or about May 11, 2017, Defendant Property 3 was created at Virtual Currency
Exchange 1. The account was registered using a physical address in the Palestinian territory, a
verified Palestinian phone number, and was logged into from IP addresses resolving to the
Palestinian territory.

29. Based on Blockchain analysis, on or about January 31, 2019, Defendant
Property 3 sent two BTC payments, each worth approximately $1, to Defendant Property 1.
These transactions occurred within hours of the opening of Defendant Property 1. These types
of payments are consistent with “test transactions,” typically nominal deposits, which in this case
were likely intended to confirm that Defendant Property 1 was open and able to receive funds.

30. Defendant Property 3 also received funds from two additional accounts that
belonged to the same accountholder, Defendant Property 177 and Defendant Property 178,
which were held at Virtual Currency Exchange 11 and Virtual Currency Exchange 9, respectively.

b. STAGE TWO

31. Stage two involved the following Defendant Properties, as described below:

Defendant Account ldentifier
Property
#
4 17QAWGVpFV4gZ25NQug46e5mBho4uDP6MD

11
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5 1KDFQFnFfy9gJgXF18U3vpfelJQAeixPplK
6 1HQhQfFPesW8znzZdsdizHnA8ggvtc6NJ4k
7 1AW9z69zW2Wpg5i2gFs9Y zkvZLjzDNX5VG
8 14EwXyqiB3yVLDJ1zVNevvEDpyyhBdnzjk
9 14S3GUHsqSY2am6yCPgEhb72sECUUbNRLE
10 14dRMzjmatz7zkc7iRYaitMvw4YPxXJYHf
11 1JJQceg2Y ZuCsIxUVAAVwWU2Y H4wDwxQoy6
12 1EQFWyM1gTus8cnuwHQErnaED3umlpy2pF
13 19ncZQTCBfvfW5hbsM7v3Pe7t6nzudGZy4r
32. On or about February 1, 2019, the al-Qassam Brigades expanded its social media

fundraising campaign, seeking additional BTC donations to be sent to a new BTC deposit address

starting with 17QAW (“Defendant Property 4”). Defendant Property 4 was registered using

the same email account used to register Defendant Property 1.

EQB
@pal_res

Donate for Palestinian Resistance Via Bitcoin
Bitcoin wallet address:
17QAWGVpFV4gZ25NQug46e5mBhod4uDP6MD

Donate for
The Palestinian Resistance

on the following wallet address:

17QAWGVpFV4g725NQug46e5mBho4uDPEMD

make sure of the address

by visiting our website -}
Y [¢] 3

www.algassam.net
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33. Using commercially-available reliable third-party Blockchain analytics software,
law enforcement learned that Defendant Property 4 has been clustered (a process described
above) with nine other BTC addresses, specifically, Defendant Properties 5 through 13. These
ten BTC addresses comprise stage two, as the clustering together of BTC addresses reflects
common ownership/control.

34.  Asof August 7, 2020, Blockchain analysis shows that the stage two operation has
collected approximately 1.16938125 BTC via 65 transactions.

c. STAGE THREE

35.  The first two stages relied on static BTC addresses, i.e., a single fixed account
number that could receive donations from anyone. Virtual currency exchanges could easily
monitor the single static address on the Blockchain and evaluate their exposure to this terrorist
funding campaign, and subsequently began to freeze transactions associated with these BTC
addresses.

36. In stage three, the al-Qassam Brigades, instead, began providing donors on its
official website, Defendant Property 186, which law enforcement accessed while in Washington,
D.C., adynamic BTC address system, wherein the website created a new unused BTC address for
each individual wishing to fund the al-Qassam Brigades. Like an e-mail address, there is typically
no charge to create a new BTC address. There are hundreds of millions of BTC addresses currently
in use.

37. The al-Qassam Brigades’ website included a reCAPTCHA human verification
system provided by Google so that BTC addresses could not be harvested automatically. The al-
Qassam Brigades also created two additional official sites located on the Palestinian domain to

raise BTC for the campaign, Defendant Property 187 and Defendant Property 188. All three

13
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websites, according to subpoena, publicly available information, and search warrant returns, were
registered and administered by the same individual.

38. One of the Palestinian domain sites, Defendant Property 187 appears identical to
Defendant Property 186, providing the exact same information and instructions for contacting

and donating to the organization.

D aw algassam.net,

e|la|l<s|@|v|f|®

' ,f['r& =

Erzedeen Al-Gassam Brigades ; . elulloyatie sl Gl

[ — (T e

e ke ghume gl
plaall gaall jo il ilis

Jlall age saal amlaall cijd aludll QILES
@igume cind yil amidiTwl @3l

plusill ciliS-5agec gl

N Gloglns g a8 aile clani o

> dylac § ddliha clhasg Jholy

Ay cladgis Uil S Jtag gl
el 9:2ll axgy jladid Eariis @il @b Eiang Lo Bagre gy

39.  The other official website, Defendant Property 188, while not identical, relies on

the same military photographs and information as the other two websites. Additionally, it similarly
seeks BTC donations, linking users, with a click on the below image, directly to Defendant

Property 187 for this purpose.

14
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Donate for Palestenianresi- X | +

<> C 0 G) @ https://qassam.ps aee g £ IN D =
£+ Most Visited M How canlconnecttoN.. & Getting Started " KaliLinux ' Kali Training '\ Kali Tools % Kali Docs ' Kali Forums »

Donate for

Palestinian resistance
via Bitcoin

40.  Clicking on the BTC symbol at the bottom right corner of the homepage of
Defendant Property 186 and Defendant Property 187, shown here, led to a BTC donation page
embedded within the same domain. Donors clicked on this donation page, which generated 117

unique BTC addresses. These 117 addresses represent Defendant Properties 14-130.

“The: Israeli occupation is fighting the resistance by trying hard to block

any support for it, but the resistance’s friends around the world are

fighting back against such Israeli attempts and seeking all possible ways

to support the resistance.

Your generous donation, no matter how little it is, reflects your stand by
Palestinian people

We call upon all friends of the Palestinians and supporters of our just

cause to financially back the resistance via Bitcoin on the following wallet

address”.
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41. Stage three is still active and ongoing. As of August 7, 2020, Defendant
Properties 14 through 130 received approximately 2.39361558 BTC via 124 transactions. Many
of these BTC addresses clustered together within third-party Blockchain analytics software

demonstrating common ownership. These Properties are identified as follows:

Defendant Account Identifier

Property #
14 31hnjnw7Xe8e183u2qffHt4qpLFLfergmF
15 31idyY Gpkmev8S1Kve8TVHEXYdFeDM2saV
16 31iIUH4sRXJt9F8MnnpVY1HAXUZ1gZQ4Z7x
17 3liZbakXUlarYMMyiCgceipKjUxCF19N5j
18 31jbxdhDYxkB6ULhsk7VMLSNB3KQgTREUZ
19 31k6eLZLTPladv7EqZNkbnd8JmloHnULuUP
20 31mnD8FtBVYHh6CCFsUwiTFHUu6RMTCjcR
21 31mUJgpgqH8HLsGaxMdARTgdPHkbWbg2yuQ
22 31n5MTYfWEFFmM7pXf7e9Qt2i5Ec8jKAlpy
23 31nob3VbXpByQZBuvHdFF1vcwjBoSd1xJF
24 3105C1u66MjVZMrcJHzHYuQFk9XuDUzngX
25 310sZ4w7nPC2wbezG3fthu7fraUNBeEfdyA
26 310t27eWxmxbQtVWmpiSyuakINKgwc4uSZ
27 310tG9J9PWZ5GuUaAFVwuzP5nrAX6sVNh8
28 31p9vft5AqY gt7uPXTXCis97zHE2ESRKTG
29 31pmPV1XpevjEUzPtmr5sDXm8s4YzTyaS2
30 31pWw13YTX5h9EY6T5hjcRDT4bDF6cQMXR
31 31pYNazDxCwnhAyVCNQgpELTEG66qi4KcEAS

16
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32 310eJQa6Y6LL74HDBe5ZkuE7GxfMVUARTt
33 31gk3S4hqj5KfedbVo45nFdvrXQ6TnYtY2
34 31qMgW6GideWcAHTdYfAGN3UEKEzVTP6jb
35 31qv732ydN8kbUyL Y bv5QBNDYHRbRqL5Wo0
36 31rbKDglpwAl1GLHwa82cySVrkTolR6htMK
37 31rhvmw3BPWIbY XvV6RJ4ZuwgUP2QbN6Wp
38 31rQoLSQkVa2SQhgRByhrM5e69KaKPntpp
39 31rZQb9DM2Fz5Yqi47UTsZ3FttETRAvVbeu
40 31s1INZm8S16JsedBDJcSX815ikhNCkro28
41 31spTrrz7g2nCtf7IPVFrsAwiQi6SGJlygU

42 31tKBTcV4bWY LEXzSwBYPuJWmENWKNUXNSs
43 32LjBurh7tKVpxmhhEhfPUNKYzV7jxzane
44 33mskKAPj8RVaFcSaCDtWtpCQYNCp4dFLw
45 344Aych4ZzEZXEF26qgbGrfYjFEqMIbNGF
46 38vt9IRRxHJboCyFbTieWT1sFKxbacKeBgg
47 3AHkpUF4zgvxVXRPKNrTQyo4NrZ1PH8x5Z
48 3CafimPzKw8ZhXQyQjojD2GDNpwsaQb12]
49 3DTLocTRABs4LYyZGnSN5g4aRfLA8FVaxHh
50 3Ea4umPPeQGELIfMTXWmkJAZCzijBuYtVm
51 3EaD7SfNXdalLujuBlfyi8mzuAlgmrsUAq
52 3EaGNTmpjGYRSV2KAkrgP6zg2uhPHAwW150
53 3EaKhQrXE20Z6b74H7ML2SipNU7cdXhqDz
o4 3EaPVCENRRWZ960JR8p6Jgvge TmGshvZRy

17
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55 3EbygWHMMzE96mMMmB6bASNnXsaGinwqg7now
56 3EciaU3UgTyclvmD2KC4Y G4NBoh6fqpZFU
57 3EcQ7XQXQIiSS27LgV3hrvsXFntN7GxAxzf
58 3EAXMhAWLKg7PIFLbEKRCMmM8LAmM6dsZDzT
59 3EeArdpt2n9wjeFWY5XXTKLIAGemfTLG2hB
60 3Eein3xzdKxrvKQQJp5Y5H8chgrhoEKW1N
61 3EekremuSelbnR43wInZMG2W7Y MkbvgPEa
62 3EemNUbRZ00v3jp38BZuAJhSXXnSKQRNIF
63 3EeNxvKupEyozjPEvoccaZBQN2TVTgndgP
64 3EeqkFMzUEPMpB4PZeDelyHBmMLVSiQ6QdX
65 3EeyeaD1Y XwrkQGeYgo7QsoJiotL9CZrxw
66 3EfH1Jk9IBqu6cHGXWUYSRiIM16HS5bjeK6
67 3EfKyF6eCRVTmvoMXPk8jUgDWfMXXAhhVq
68 3EfUV43ULkkxsezDDbfnh9acBWhCNXQw3p
69 3EfYuiuGvoU6quCSD7RNHBQANggkfjtu75
70 3EfzSMeN4ds6HXTWP4FZeVZynJTSvvtUgN
71 3EgLDToLANS51KC7LzY8rw6CslLeaoUVzzz
72 3Egn1PtQuctIViaK5E9gn2BYUZ9vkoyhQY
73 3Egrrh9KgqYYnwoTic2mGrNNqUg7H2xMzt
74 3EguPmkenPJa5ezKgRi41nnnz7JwUvexfy

75 3EWXNDQg52QH7ZXrAfXU22T5XyKCtxUG8Q
76 3EX4bu9vjudVXnFEXJq7pRW7gboPLPcCpU
77 3EX9IMLM6pTKGENVajFjawoTx2nT7NXBXrLZ

18
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78 3EXBCGAR9jW2XJIsGK6EpAIfLhZrg76vDIXF
79 3EXUxdgs5JjmBTvhpCCtyY XveHXW9Ykxmc
80 3EXzujBDN5cVDeRgysMpQjyK8AZ3eZ7m5L
81 3EY8LN5c51jwY4x7pKroCETEAKG6Ch4EDVU
82 3EYc9agtyfSxjdX6gjXNXQVvXUb3UNLtTzc
83 3EYWWQxei7iFczcra9LcJAa5pFtFdyQrY X
84 3EZ6VeppfgZc3bGuefA7Vv5g17i9BnnNVWD
85 3EZetpgN7K5jow7svodKQZ2tL6JfNIJU4HyY
86 3EZf21ULWjqpLDtzJUlgbfgxgHgaPDpdUD
87 3EZIMVXWBNBUmM23HUvvaQXcET3WbkR340S
88 3EZGACNSAIDchj5mU5NehxtqVZgJgj3tuN
89 3EZQYLt6XAaWgwgm6PUHAKPGCTNtt30Y6T
90 3EZvc5LA6W)jchP7VWY 3BohXZ6u73x0o3WCcE
91 3EZx1DuWqwuRhErsoZJva2ibp8FUuYjBvC
92 3Fg8LkK0oJU61MVL7HJiPR3ecEpXxEmgKkU
93 3FgsDefk77P9jQKbnM9qyQiyF13JFYCcHTR
9 3FgsDefk77P9jQKbnM9qyQiyF13JFYCHTR
95 3FqV49yKKscsMV3ILmEX6NBmM92bdZB83SZ
96 3FqV49yKKscsMV3ILMEX6NBmM92bdZB83SZ
97 3Fr2ejXvkk7ccWx40f2TTBkkN4Z8PhmBkW
98 3Fr2ejXvkk7ccWx40f2TTBkkN4Z8PhmBkW
99 3Fr4DFkumQffMD9crpSxSP40Q2dQRA75EV
100 3Fr4DFkumQffMD9crpSxSP40Q2dQRA75EV
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101 3FrOhEMTY CnRoNyd9wWEBJPMVQSEgVRXFXT
102 3FraSMiSHgntVAxiAiaPaD2z2K1Y MvmSu9
103 3Freatgh7mpUhSjvrzUvDR4kR23ERYU3Gz
104 3FrfgNJ6cMoLt4DvSokLRWJYhs3iR58uG6
105 3FrGKydHtTglmgrwzaBdCF2TLq6dne7sQW
106 3FrgLnW4DQWJIQXkaHQm1rvH4GFk7MPpRzy
107 3Frh4A8TecblYFsfOT64TCVEGXCqvl7Mse
108 3FricPpCwRFKL7zvYBKNEYMGUQpPSF7Qj47
109 3FrP22X7MGdQZX66FHDPsrMvGoxFzFxxSD
110 3FrPk5dAyqSpvs1bM43hRFHWHVmnosHw3B
111 3FrRV3hzZKuBJmd9oEHuwPbq4Dq1f49yzus
112 3FrS1Vm2VhalIrMTrGiyCxpwjvEx27cfS8
113 3FrSvZWjvDSGrRDPG6fdwEEESUkrY652U7
114 3FrTayHOwWKkCnNKT Tkfugx7SVQQzzCQd5Cp
115 3FrutZ3dXoGNDWejDbXanYEfZR56JyiLsT
116 3FrVsAxKhtaulkcjVY8iXQNo2iluZD6orS
117 3FrZphLBUTmM9aTiXhnZTA3piVJ40TxjpBU
118 3FtDtZdVMY53Jjk8fCPxydXb633jFdj3wo
119 3FtHfUNd2zgSY8FNW4Aq2f88wwSY iyVacy
120 3Ftpn5gXf79Zurdf7PYGfQZiipgVgEiUkg
121 3FVrNAV5KaEWVA708JJKFgeCfCP28JqRDt
122 3FvV3xyheg6BWAjX8Yy6dcENRfmhMnAZ6a
123 3FW3NTwtmk8zQuwg6s2FPniXWPKIirfgAgP
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124 3FWSKG5NmyXF3rqMav7piXiJUDYzKpgFRT
125 3JaDQWNPyysYRcNNQxgkwSUpApXvn3XkBW
126 3La8eKaybxVeBLDXxGNSyydVRoX9ZxjrDCW
127 3LhP8JYJ77cj2eVXBasY92Z6omTyRbUdbh
128 3Ngo99WAQIieMEJGT5WJz2ycH1reFkjd6yg
129 3QGyLXfEdN1iPt21toAfAghM4zQ8zsDMMy
130 3Qms9Dk4VIL2LNfup8J5fYLXY CWsXj43Qa

42. Notably, the al-Qassam Brigades’ Websites listed the email address
fund@algassam.ps as the point of contact. On or about October 24, 2019, an HSI undercover
agent (UCA) e-mailed fund@algassam.ps to ask if his/her donation would be used to “fight the
occupation.”

43. Later that same date, the UCA received an e-mail from fund@algassam.ps which
stated that donations would “be used to fight the occupation.” The e-mail also asked the UCA to
clarify the amount he/she intended to send so that “we can tell you the proper way to send.”

44, On or about October 25, 2019, the UCA sent an e-mail to fund@algassam.ps and
asked the sender to “describe how my money will be used.” The UCA further explained that
he/she intended to donate $1,100.

45, On or about October 27, 2019, the UCA received an e-mail from fund@algassam.ps
which stated that “your donation will make difference as no jihad will be committed without
money for buying weapons and training mujahideen. Moreover, the doors of jihad are many: by
word, by money, by fighting, etc.” Furthermore, the e-mail indicated that donations could be sent
via MoneyGram or Western Union.

1. INFRASTRUCTURE OF THE AL-QASSAM BRIGADES’ WEBSITES
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46. During the course of the investigation, law enforcement discovered five accounts
held at Financial Institution 1, Defendant Properties 181 through 185, which were linked to the
al-Qassam Brigades’ Websites and supporting infrastructure. As detailed below, these accounts
either attempted to fund the server companies hosting the al-Qassam Brigades Websites or are

linked to the email accounts underlying the al-Qassam Brigades’ Websites.

Defendant Account Ending Email Address
Property
#
181 40816 Hamas Email 1
182 17365 Hamas Email 1

Hamas Email 2

183 01709 Hamas Email 2

Hamas Email 3

184 08539 Hamas Email 4

185 52104 Hamas Email 4

47. These Defendant Properties were utilized to support, maintain, and finance the
fundraising campaign, as follows:

a. On or about June 22, 2014, Defendant Property 181 attempted to send two
payments to the website hosting companies for services provided for the al-Qassam
Brigades’ Websites.

b. On or about October 14, 2018, Defendant Property 182 was registered
with Financial Institution 1 using Hamas Email 1 and Hamas Email 2. These two email

addresses are directly linked to the al-Qassam Brigades’ Websites. On or about December
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24, 2018, Defendant Property 182 attempted to pay an outstanding website hosting
service invoice relative to the al-Qassam Brigades’ Websites.

C. On or about March 24, 2014, Defendant Property 183 was registered with
Financial Institution 1 with Hamas Email 2. On or about June 22, 2014 and June 25, 2014,
Defendant Property 183 was used in an attempt to pay for website hosting services
relative to the al-Qassam Brigades’ Websites.

d. On or about December 5, 2018, Defendant Property 184 was registered
with Financial Institution 1 with Hamas Email 4. On or about December 5, 2018 and May
17, 2019, Defendant Property 184 attempted to make two payments to a web design
company.

e. On or about May 17, 2019, Defendant Property 185 was registered with
Financial Institution 1 with Hamas Email 4.

ACCOUNTS OF DONORS TO THE FUNDRAISING CAMPAIGN

48.  Throughout all three stages of the al-Qassam Brigades’ fundraising campaign, the

terrorist organization received donations from cryptocurrency accounts located at a variety of

virtual currency exchanges. As visualized in the chart below, Defendant Properties 131 through

178 sent virtual currency to the al-Qassam Brigades during one or more of the three stages of the

BTC fundraising campaign.
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Hamas
al-Qassam Brigades

Stage One Stage Two Stage Three
Defendant Properties: Defendant Properties: Defendant Properties:
1, 2, 3 4 through 13 14 through 130

A

Exchange 1 Exchange 2 Exchange 3 Exchange 4
Defendant Properties: Defendant Properties: Defendant Property: Defendant Properties:
1, 2, 3, 144 through 155, 156 162, 163

131 through 143 157 through 161 4
Exchange 5 Exchange 6 Exchange 7 Exchange 8
Defendant Property: Defendant Property: Defendant Property: Defendant Properties:

164 165 166 167, 176
Exchange 9 Exchange 10 Exchange 11

Defendant Properties:

168 through 171, Defendant Properties:

175, 177

Defendant Properties:
172 through 174

a. Virtual Currency Exchange 1:

49. The following donor accounts are located at Virtual Currency Exchange 1:

Defendant
Property
#

Account ldentifier

131 17¢Z7CBhSPHN2gDkfNgrwNmHFDDHX7zC6q

132 1J6665h8Njpvaberm1lVSFwWEBToNFxaPxz

133 1GeLggwn8GqtTW6CY FUwerybHkzcNgPgaXxX
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134 1Jp1Kwn43gzHWt7bGMdgZS9ZPbTi7rKOAY
135 1MgudcZEMXpB8uXUswuGHgDBTNmMUZ82kzZD
136 1PMAgUZXVVKMRcS37HU2XVqdkovKG8ZPTk
137 1FUgtleY69Ric30agqtNK1xUex7dgphleEv

138 3HB3GQhNXxjfvPYKBYfUZwUVpSatqE8tHBb
139 3QqerQBe5duLc9YwqvKvDPAC3TJZxcfrsw
140 3E8yaNXEKQnnFMvnyyrwxaM9DagNxHpFzP
141 3FeZrRq9nisxeR4RxBdj4DnhJSSABtGBAC
142 119Yw1qgsUihJmBu68gcqgN36CrGy92d4aN X
143 32sVYnjTbnULtPKT8wuSNc7mzdwyuDDuAr

50. Defendant Properties 131 through 140 were registered at Virtual Currency
Exchange 1, under one account, using the same email address. During the approximate period of
April 3, 2019 to May 6, 2019, this account at Virtual Currency Exchange 1 containing Defendant
Properties 131 through 140 sent approximately 0.0035672 BTC via four transactions to
Defendant Properties 34, 38, 39, and 80, all of which, as noted above, were generated by the al-
Qassam Brigades during stage three.

51. During the approximate period of May 7, 2019 to June 23, 2019, Defendant
Property 141, another account at Virtual Currency Exchange 1, sent approximately 0.01641437
BTC via six transactions to Defendant Properties 52, 65, 55, 90, 63, and 89, which as noted above
were generated by the al-Qassam Brigades during stage three. This funding of the al-Qassam
Brigades, was the Defendant Property 141’s only activity.

52. Defendant Properties 142 and 143 were registered at Virtual Currency Exchange

1, under one account, using the same email address. On or about March 24, 2019, an account at
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Virtual Currency Exchange 1 holding Defendant Properties 142 and 143 sent approximately
0.00182397 BTC to Defendant Property 18, which as noted above was generated by the al-
Qassam Brigades during stage three.

b. Virtual Currency Exchange 2:

53.  The following donor accounts are located at Virtual Currency Exchange 2:

Defendant Account Identifier
Property
#

144 13gGNrgWGPN5XxYNnceWEgGykuHuaFhPFM
145 1LuGcerfVyQ8KK1QuQysZcgoRtg7nuUS55DH
146 User ID: 35764207
147 1DjYVV19zAuJPcXjn44is2CsAndsWAitSW
148 15WrJ9vkvw46HGaD9PKpDLKkGD6MCX8CEVR
149 14sXBGZZzeunJuyyAlflY 4tKyC5RM7WYTP
150 1LGcSmCwR2eMurxgwLeJtV9IROLHCVNV3G
151 1FyyfqjodpvxwveyqW5SFrzrNspsYrX6ErX
152 User ID: 20920319
153 1P49dugmF5PWRSEpmL13F9QS8y3jVedzjW
154 1BUBUxGuUoFeATAey8XG91Q6UX23tTTeYyx
155 1DPuLoyzjjTsbGFNcWFu7eK52uYglgFHtr
157 User ID: 22237397
158 1XD6XifgGCsvcGBUzXgpNNnvC5j3y8gey
159 133sCL2aCviV8N1TLngFGco7CDhHDmwChR
160 1A55bZqCNtFgASIHGAFXTNIASU3jTt7DVo
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161 1B7etAU8bG848QNXJjpe9XH9%lWrcWFm2Q

54. On or about February 1, 2019, Defendant Property 144, an account at Virtual
Currency Exchange 2, sent approximately 0.0295 BTC to Defendant Property 1, which as noted
above was the account registered to “algqassam brigades” at Virtual Currency Exchange 1 that was
used during stage one.

55. On or about January 31, 2019, Defendant Property 145, an account at Virtual
Currency Exchange 2, sent approximately 0.1428639 BTC to Defendant Property 1.

56. On or about February 1, 2019, Defendant Property 146, an account at Virtual
Currency Exchange 2, sent approximately 0.13747974 BTC to Defendant Property 1.

57. On or about January 31, 2019, Defendant Property 147, an account at Virtual
Currency Exchange 2, sent approximately 0.03130579 BTC to Defendant Property 1.

58.  On or about January 1, 2019, Defendant Property 148, an account at Virtual
Currency Exchange 2, sent approximately 0.01112477 BTC to Defendant Property 1.
Additionally, Defendant Property 148 sent approximately 0.00765096 via two transactions to
Defendant Property 4, which as noted above was the BTC address used by al-Qassam Brigades
during stage two.

59.  On or about February 1, 2019, Defendant Property 149, an account at Virtual
Currency Exchange 2, sent approximately 0.01058924 BTC to Defendant Property 1.

60. On or about April 4, 2019, Defendant Property 150, an account at Virtual
Currency Exchange 2, sent approximately 0.42139 BTC to Defendant Property 32, which as
noted above was generated by the al-Qassam Brigades’ Websites during stage three.

61. On or about April 23, 2019, Defendant Property 151, an account at Virtual

Currency Exchange 2, sent approximately 0.473 BTC to Defendant Property 150. Network logs
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from Virtual Currency Exchange 2 revealed that Defendant Property 150 and Defendant
Property 151 were logged into using the same devices from identical IP addresses on at least three
occasions, April 23, April 26, and May 22, 2019. The overlap of logins at the same period of the
BTC transfer indicates common control and related involvement in this scheme.

62. On or about February 3, 2019, Defendant Property 152, an account at Virtual
Currency Exchange 2, sent approximately 0.01542738 BTC to Defendant Property 4.

63. On or about February 4, 2019, Defendant Property 153, an account at Virtual
Currency Exchange 2, sent approximately 0.1338358 BTC via two transactions to Defendant
Property 4.

64. On or about February 28, 2019, Defendant Property 154, an account at Virtual
Currency Exchange 2, sent approximately 0.01604317 BTC to Defendant Property 4.

65. On or about February 5, 2019, Defendant Property 155, an account at Virtual
Currency Exchange 2, sent approximately 0.03448398 BTC to Defendant Property 4. Notably,
the owner of Defendant Property 155 did not provide identifying information upon opening the
account.

66.  On or about March 13, 2019, Defendant Property 157, an account at Virtual
Currency Exchange 2, conducted its only transaction by sending approximately 0.00988427 BTC
to a BTC address starting with 170T. Approximately thirty-five minutes later, BTC address 170T
conducted its only transaction, sending approximately 0.00983953 BTC to Defendant Property
4,

67. On or about March 24, 2019, Defendant Property 158, an account at Virtual
Currency Exchange 2, sent approximately 0.0059799 BTC to a BTC address starting with 1Ewb.

Less than an hour later, BTC address 1Ewb sent approximately 0.00983953 BTC to Defendant
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Property 14, which, as noted above was generated by the al-Qassam Brigades’ Websites during
stage three.

68. On or about February 5, 2019, Defendant Property 159, at account at Virtual
Currency Exchange 2, conducted its only transaction by sending approximately 0.00932416 BTC
to Target Property 51, which, as noted above was generated by the al-Qassam Brigades’ Websites
during stage three.

69. On or about May 26 and 28, 2019, Defendant Property 160, an account at Virtual
Currency Exchange 2, sent approximately 0.0058 BTC and 0.00580817 BTC, respectively, to
Defendant Property 84, an address also generated during stage three.

70. On or about April 1, 2019, Defendant Property 161, an account at Virtual
Currency Exchange 2, conducted its only transaction by sending approximately 0.03675106 BTC
to a BTC address starting with bclg. Approximately forty minutes later, BTC address bclq sent
approximately 0.03743901 BTC to Defendant Property 29, an address generated by the al-
Qassam Brigades’ Websites during stage three.

c. Virtual Currency Exchange 3:

71. The following donor account is located at Virtual Currency Exchange 3:

Defendant Account ldentifier
Property
#
156 34vKeiCwwubguBZhr4J8RbnKTus8ql1j7Sa

72.  On or about March 11, 2018, Defendant Property 156, an account created with
the same phone number and email address as Defendant Property 155, a donor account at Virtual
Currency 2, was created at Virtual Currency Exchange 3. As stated above, the owner of Defendant

Property 155 did not, and was not required to, provide identifying information to Virtual Currency
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Exchange 2. This was not the case, however, with Virtual Currency 3. Rather, upon opening the
account, the owner had to provide Virtual Currency Exchange 3 with personally identifying
information, to include a name and photo ID. Between March 29, 2018 and May 5, 2018,
Defendant Property 156 sent approximately 0.28121121 BTC to Defendant Property 155. By
purchasing BTC at Virtual Currency Exchange 3 and then sending it the BTC to Defendant
Property 155, which did not require personally identifying information to create, the
accountholder could layer and obfuscate payments to the al-Qassam Brigades.

d. Virtual Currency Exchange 4:

73. The following donor accounts are located at Virtual Currency Exchange 4:

Defendant Account ldentifier
Property
#
162 3A2KA243cB17yFFWECW(QffTi3c9CAvg8Dh
163 3IXrtFWn7kaoz75bPgD23kPpMtKZiK3j2w

74. On or about June 17, 2019, at account at Virtual Currency Exchange 4 controlling
Defendant Properties 162 and 163 sent approximately 0.007802 BTC to a BTC address starting
with 1GBm. Two days later, BTC address 1GBm conducted its only two transactions by sending
a total of approximately 0.00760121 BTC to Defendant Properties 61 and 62, which, as noted
above were generated by the al-Qassam Brigades’ Websites during stage three.

e. Virtual Currency Exchange 5:

75. The following donor account is located at Virtual Currency Exchange 5:

Defendant Account ldentifier
Property
#
164 35Yn5sRoasPArcXhN3Uz2HANN34rYg7ihG
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76. On or about May 12, 2019, Defendant Property 164, an account at Virtual
Currency Exchange 5, sent approximately 0.0132432 BTC to a BTC address starting with 35Yn.
Approximately ten minutes later, BTC address 35Yn sent approximately 0.00711878 BTC to
Defendant Property 83, which, was generated during stage three by the al-Qassam Brigades’
Websites, and approximately 0.00599242 BTC to a BTC address starting with 34rV/. On or about
June 4, 2019, BTC address 34rV sent approximately 0.00505708 BTC to Defendant Property 57,
which was also generated during stage three.

f. Virtual Currency Exchange 6:

77. The following donor account is located at Virtual Currency Exchange 6:

Defendant Account ldentifier
Property
#
165 31mT7hQ7V6B58hfNVIchZTXP7gANpZjUjK

78.  On or about March 25, 2019, Defendant Property 165, an account at Virtual
Currency Exchange 6, sent approximately 0.54374 BTC to Defendant Property 21, which, as
noted above was generated by the al-Qassam Brigades’ Websites during stage three.

g. Virtual Currency Exchange 7:

79. The following donor account is located at Virtual Currency Exchange 7:

Defendant Account ldentifier
Property
#
166 Account at Virtual Currency 7 identified by email

80. During the approximate period of July 11, 2019 to January 17, 2020, Defendant
Property 166, an account at Virtual Currency Exchange 7, sent approximately 0.02075 BTC via
nine transactions to Defendant Properties 70, 72, 95, 97, 117, 120, and 121, all of which were

generated by the al-Qassam Brigades’ Websites during stage three.
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h. Virtual Currency Exchange 8:
81. The following donor accounts are located at Virtual Currency Exchange 8:
Defendant Account ldentifier
Property
#
167 3AwWD6c5H2Hp6V73Md7Aon5n6HIUSYoBpDz
176 373k2ZQFXVsCtqdFyzRj7zmtsz1aP9dWoZ
82. On or about January 25, 2019, Defendant Property 167, an account at Virtual

Currency Exchange 8, sent approximately 0.02776332 BTC to a BTC address starting with 1KLY.

On or about February 1, 2019, BTC address 1KLY sent approximately 0.00287911 BTC to

Defendant Property 1, which as noted above, was the address used by the al-Qassam Brigades in

stage one of the fundraising scheme.

83.

On or about January 31, 2019, Defendant Property 176, an account at Virtual

Currency Exchange 8, sent a total of approximately 0.01006699 BTC to a BTC address starting

with 17Wq. Less than an hour later, BTC address 17Wq conducted its only transaction, sending

approximately 0.00740805 BTC to a BTC address starting with 1DLf. On or about January 31,

2019, BTC address 1DLf then transferred approximately 0.0028948 BTC to Target Property 1.

Virtual Currency Exchange 9:

84. The following do